With funding from the:

ConnRAD — Connectivity and .

Eedczrsaelal\r/linisterg/ nolo - I - CODH QAD
® | St Resilience for Automated Drivi ng ey stesoarae

Final Presentation 23.10.2025

RF-Fingerprinting for fast Authentication in V2X

Simulation of RF-Transceiver for Fingerprinting — A Feasibility Study
Franz Dielacher, Hans-Dieter Wohimuth, Patrick Weilssensteiner, Infineon Technologies AG (IFAG)

Reliable and trustworthy event-notification via V2X System model

* Traffic jam detection by iIncoming V2X messages
(CAMs for vehicles within traffic jam)
— Need for trustworthy and low-latency

* RF-Frontend suffers from intrinsic impairments which
can be exploited for transmitter identification.

» Channel estimation would eliminate impairments.

* Hypothesis: channel has a high influence, which
makes fingerprinting with impairments not feasible.
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Monte Carlo simulation Feature extraction from IQ signal (machine learning)

* Time Domain

 Statistical

* Frequency Domain

e |Q-Features

— multl dimensional feature set passed to multi-layer
perceptron (neural network)

— generate baseline classification

» Simulation of multiple transmitters (1000)

* Impairments follow a Normal distribution and are
sampled per transmitter

« QAM4 modulated signal

* Different channels: ideal, AWGN, Rician (line-of-sight
fading)

 Varying standard deviation of impairments
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Too—— Transmitter classification with Future approach for RF Fingerprinting
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